ST. MATHEW’S CHILDREN’S ACTION GROUP

E-SAFETY POLICY

This policy applies to
e All children and young people involved with The What Cabin any person under the
age of 18.

e All parents and carers with responsibility for the child.
e All staff and volunteers involved with The What Cabin.

Our statement

We recognise that keeping children safe in sport and physical activity extends beyond the
game or changing rooms to include digital devices, online platforms and

communication. This policy provides guidance on how The What Cabin approaches the use
of the internet and all online platforms while providing a safe and fun environment for
children to enjoy.

This includes, but is not limited to:
e our website,
e social media,
e live streaming platforms,
e and messaging apps.

As an organisation, we commit to implementing this policy and addressing any concerns
quickly and within these guidelines.

Aims
The aims of our online safety policy are:

e to protect all children involved with our organisation who make use of online
technology while in our care, or while engaging with our organisation

e to provide staff and volunteers with overarching principles that guide our approach to
online safety

e to ensure our organisation is operating in line with our values and within relevant
legislation, including the Data Protection Act 2018, UK General Data Protection
Regulation and Online Safety Act 2023.
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Our policy

As part of our online safety policy, we will:

conduct risk assessments for all digital and online platforms being considered or being
used by the organisation

ensure that we adhere to relevant legislation and good practice guidelines when using
online platforms

provide relevant training to all staff on online safety, and ensure all staff or volunteers
using online platforms have had training appropriate to their role

monitor how staff, parents and children use our platforms both inside and outside of
our setting to ensure it adheres to our policy, acceptable use statement and code of
conducts

regularly review existing safeguarding policies and procedures to ensure online safety
is embedded throughout the organisation

ensure at least two members of staff have access to our digital platforms and moderate
them regularly

ensure staff who moderate and use our digital platforms have appropriate
safeguarding training and work closely with the safeguarding lead

keep all apps and platform security up to date, use strong passwords and maintain
privacy of all users

effectively use security and privacy tools available on each platform

have a zero-tolerance policy towards discrimination, hateful communication,
cyberbullying, inappropriate, harmful or illegal content

inform all staff, volunteers, parents, carers and children of who to report any online
concerns to, or what to do in the event they see something that worries them online
adhere to parental consents and permissions when sharing images, videos or live
streaming our organisation for promotional or celebrational purposes

never publish identifying information of children on publicly available online
platforms (such as our website and public social media channels)

develop an online safety agreement for use with staff, volunteers, parents and carers
and the children and young people

ensure personal information gathered while using online platforms are stored securely
and in line with our privacy policies

The policy and procedures will be widely promoted and are mandatory for everyone involved
in The What Cabin. Failure to comply with the policy and procedures will be addressed
without delay and may ultimately result in dismissal or exclusion from the organisation and,
where appropriate, referral to statutory organisations.

Expectations

Staff/Volunteers: Must model safe online behaviour and supervise all digital activity
during club hours.

Children: Are expected to follow the engage in acceptable use manner of technology.

Use of Technology and Internet Access.

Supervision: Children are never permitted to use devices with internet access without
an adult present.

Reporting: If a child accidentally accesses inappropriate material, they must inform a
staff member immediately. They will be supported, not punished, for reporting.
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Personal Mobile Devices

e Children: Personal mobile phones or tablets must be handed in at the start of the
session or kept switched off in bags. Use of personal devices for social media or
photography is strictly prohibited.

o Staff: Staff may only use personal phones in designated "staff only" areas and never

in the presence of children. Staff must not use personal devices to photograph
children.

Social Media and Communication

o Staff must not communicate with children or parents via personal social media
accounts.

o All official communication must go through the official email, Facebook page or
Learn trek.

e We will only post photos of children on social media if specific written parental
consent has been obtained.

Essential Online Safety Rules (The 4 Cs)
The staff team are to ensure they addresses the four areas of risk identified in statutory
guidance:
o Content: Exposure to inappropriate or harmful material.
o Contact: Harmful online interaction with others, including "stranger danger".
e Conduct: Personal online behaviour that causes harm, such as cyberbullying.
o Commerce: Risks such as online gambling, phishing, or identity theft.

Monitoring

This policy will be reviewed every three years, or in the following circumstances:
e changes in legislation and/or government guidance
e as required by Leicestershire Safeguarding Board, Leicester City Council.
e as aresult of any other significant change, event or case reviews.

Contact details

Our Safeguarding | Kuljit Walia 01162626551 whatcabin@yahoo.co.uk
Lead

Deputy Yogeindra 0116 2626551 whatcabin@yahoo.co.uk
Safeguarding Lead | Chauhan

Board Champion Delia Dixon 0116 2836350 dnxgap@aol.com

for Safeguarding

In a safeguarding emergency,
where a child is at immediate risk of harm, call 999.

You can contact the NSPCC Helpline by calling 0808 800 5000, emailing
help@NSPCC.org.uk or completing our report abuse online form.

Any child can call Childline on 0800 1111 or chat to them online.
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